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NXP Semiconductors

i.MX RT10xx Secure JTAG support

% 1. JTAG_MOD 3| & &

Signal Description Pad Mode Direction

JTAG_MOD GPIO_AD_B0_08 ALTO 10
SJC 10k, 7F TRST ik,
WT1Z 51 AT REE, DLfE TAP %
B B (1 b e A

NOTE
1T i.MX RT10xx EVKB _FARLE (RS (Eph5e, AR T ER JTAG_TDO / TDI {5 5 317 /Mi PCB &k, 5 M Tcikdt 4T
JTAG X E 5. AXRTRER, 2% EVKB JFHEE.

Disabled when

SJC Disable fuse =1
OR

KTEfuse=14&

SJC_SMODE fuse I= 00 JTAGDP SoC
. SWD AHBAP £
e — resource

JTAG_MODE pin=0 | SWDDP
JTAG Pins———
JTAG_MODE pin=1 1

—

Disabled when
S.JC Disable fuse =1

Test control only

SJC_SMODE fuse = 11
OR

SJCSMODE fuse =01 &
Challenge Response fail

& 1. JTAG_MODE 3| &

2.2 i.MX RT SJC 4R,

i.MX RT10xx ) & 4t JTAG 238 (SJC) =M ARK e . HH JTAG & SIC HIERIMEMEIE. F P w BLE IR Ox1 %

FEFFRf JTAG_SMODE f] eFuse kL% Secure JTAG K, W5k 2 fi7r. eFuse FIBRIME Y Ox0, XEIRFERINEI T JTAG 42

BN Z M., 5% eFuse MEZ EHEE, %2 W www.nxp.com -, SRM_RT10xx ' ) Fusemap il /i | OTP % il #%
(OCOTP_CTRL) %5 Security Reference Manual for the i.MX RT1050 .

T BUE IR I B JTAG_SMODE eFuse, &7 %t JTAG_SMODE eFuse #478wfE 2 4b, FlF iR %%} BOOT_CFG_LOCK
eFuse 1T 9mFE
NOTE
X B W A5 AT TR, SRR ThREAN JTAG R ABIEMA IV M. — BE T s A EWEE, R
TR HgmE. #iE /D fuse ¥ B N Override Protect (OP) &3,
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i.MX RT10xx Secure JTAG support

% 2. 5 Secure JTAG TI#stf<E i eFuses

Addr[bits] Fuse Name Fuse Function Settings Locked By
0x460[27] JTAG_HEO JTAG HAB J5 H T Override. 0- HAB W[ J5 FH JTAG i fR. [BOOT_CFG
#5115 A HAB JTAG. 1- HAB JTAG & IR 7. | _LOCK
J@%, HAB W L@ OCOTP SCS
FAEA Y HAB_JDE-bit k5 | (HAB ATRETEIE A JTAG AL
JTAG iR FED
JTAG_HEO-bit 1| LA override J£4T
0x460[26] KTE I IRERBUR - 0 — RVFEZRIRE. BOOT_CFG
T
E ;;&"ﬁ f;;fﬁ*’%ﬁ& 1= SoVF AR, _LocK
R IE - HiTH 275 4 Secure JTAG 5& X
LR
(fl4n, JTAG_ENABLE &§
NO_DEBUG)
0x460[23:22] [JTAG_SMODE[1:0] [JTAG %45, 00 - JTAG Ja A (BRI BOOT_CFG
Pl JTAG iR 1% 4 k. |01 - Secure JTAG st -Lock
11 — 25 A
0x460[20] SJC_DISABLE Additional JTAG 0- M JTAG BOOT_CFG
AHmmdin JTAG /e, LOCK
1— 250 JTAG -
"L\ 7% JTAG_SMODE eFuse. =
TEHEAT, A JTAG Thee#iuk
H, A% Secure JTAG il 7
.
0x460[19] DAP_SJC_SWD_SE |#fil DAP 7E JTAG #5:{ 0 - DAP 7£ SWD #iz T L1 BOOT_CFG
L ol SWD LR TAE. 1-DAP 1 JTAG Hist T T{k _LOCK
0x400[3:2] BOOT _CFG _LOC |5 BOOT K] fuse #E4T8iE |00 - Unlock N/A
K[1:0] R ) .
% fuse WTBUE A Z e, fum | X Overmide Protect (OP)
JTAG_SMODE, x1 - Write Protect (WP)
11 — [Fr E4 OP 1 WP
0x400[6] SJC_RESP_LOCK |SJC mi w4 & 0 - Unlock
1 - Lock (WP,OP,RP, sense)
0x600 SJC_RESP[55:0] Secure JTAG il %5 ¥ B 2 2% {8 SJC_RESP_
LOCK
CERAIER I
EE -SR]
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i.MX RT10xx Secure JTAG support
NOTE
GAEGHIAGERM, ReeiRs. dT Rt OTP (AW fd], FutkEmsr K aEpes—ik.
Bitn, wf LA SR T DL N B ek
- M\“JTAG Enabled” #| “Secure JTAG”

- M“Secure JTAG” #| “No debug”

2.3 Secure JTAG eFuses
FHTFGE JTAG U7 AR A5/ L], 3 B R e e e v 25 61 . SR AHAFELE IC NI eFuse H. TIHFIH T i.MX
RT1050 &%, F 347 s b4 A 5 %5 43 1 eFuse:

o JRWH L C Y FE S eFuse I & ME— ID”. B IC &L ID AR ME— K, T LLA OCOTP % 17 #% HW_
OCOTP_CFGO 1 HW_ OCOTP_CFG1 H1i2i. eFuse 7L il i id F2 H ek 52 i T i

o FPCRmA NS (56 A 4ifERIFRic v SIC_RESP 1) eFuse 1.
o TN KTE fuse #EAT4ifE, LMEHHE % JTAG %M. HA POR RAgM A — KRN, G fm BA% AN IR, U b
B EALEG R ) POR, R JEA e iR FARMA RS . POR £x1 kR SNVS XI5 AAH BSR4l
X i 57 B I REAT A S, T Arm K% IR AT BB, T AL 204 P e A S I DI RE . K Ox 1 SR BB lock
eFuse HW_OCOTP_LOCK_SJC_RESP, w]LL5E BB .
Wi AR P P PR . — HECEIFUE 1R fuse 7 BL  Arm B0 ik B U (E -

2.4 SW j3H JTAG

i) efuse 2l 24 i ) HAB_JDE (HAB JTAG DEBUG ENABLE) B A “1”, #JLI#E SW F1445d Secure JTAG &7 5%
iE. @M, LTI JTAG, TibHw e, SIW JTAG J5 M e JTAG JE I, T TC 75 i 5 - SE KL A

TEG PRI L7 B N TR R ACRD 2 AT, “F & WA 3% 1% JDE bit %68 LOCK bit, LAT{R R H ZIS4E) SW A fE# & JDE
o

JTAG SW Jg FIR R VFTE ) shal A7 i B i 34T AR, RUONTEE N R 2 1 e 7 B T R A .

] Ll ek JTAG_HEO 5t skk AZ5H JTAG_JDE bit SW /5 115 AR .

NOTE
SIW JE Y JTAG TIREMH T SIW R, B T RE AL AR A . AT ZILIhEE, EIE s
JTAG_HEO e-fuse LAZEF] b 6k .

2.41 HAB (B#%&£R3)) H# JDE Lz

1T Authenticate CSF fir &), mILAEIT ROM Jg3h SW K HAB_JDE & & N “17.

TEAMBAZANRT BN, FF LaigmeE.sb U ) UNLOCK #i4r, H L 8 1 3 HIl i) IE A% oy il & 3R AU E ) UID, i
Z: I N TH ¥ UID = 0x63e1841b440b81d2 /R, %G

section (SEC_UNLOCK;

Unlock Engine = "OCOTP",
Unlock features = "JTAG, SCS, SRK REVOKE",
Unlock UID = "Oxel, 0x63, Oxlb, 0x84, 0xOb, 0x44, 0xd2, 0x81"
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i.MX RT10xx Secure JTAG support

Hx HAB (E4Esh) &, dFE&auihik SW ikl HAB_JDE SW B 215 8., %2 4[5]7 % 5.2.13 Unlock (HAB only).

2.5 Secure JTAG [J debug AiE#MY

24 SJC 4T Secure Debug #=H, S NEFEU T
1. JTAG @M HdR . (TDO) #EiM Fl s &4 .
- AEFENI, debug THKE TR S AN AR BORH R PR e R 5 o
MR AR RN (TDD B, X B i 2 5 ot 1 [
- SJC K P8 10 e S 2 B 5 A ] 2 BHREAT LU, FMANTE B FHUCECR 5 JTAG Vil

A W N

NOTE
JTAG 5 AL J BT 1 26 TE B AR 4G JTAG $2 il DI e [ LB IR A

Kl 2 Jgor 7 BTk gL a5 JTAG TR —i2isfk.
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Secret response key approaches

SJC

Access Policy

External
System JTAG User Debug
Response Machine
)
compare
A

Expected
Response
Challenge

Fixed Challenge-Response

& 2. Secure JTAG #/Eid#2

JTAG R T HMG K 2 B Sk 2 R s F P O SRR T, 3R [0 7 (v 7 25 6H o o /) S8 1 8 B B B B L P ooE, R
i NXP 2 i T B4t N Ui iE . Secret response key approaches Witk —5 i i8 T 3541 B,

2.6 SJC 2 H fuse

1E SJC W, BR T I ASKBL % JTAG % e X 24k, iEw] Lt SIC_DISABLE eFuse %51 SJC Tifit. % eFuse & T —
ANHEINE JTAG #525K, Bl JTAG Disabled (251 JTAG) , ‘EH &R &EHHN JTAG Y, Hit T JTAG_SMODE eFuse. fEiX
MR, BTA ) JTAG Dfe#ink 25 H], 645 Secure JTAG FIiA 4t . M iR ZAE ] Secure JTAG ThE, AU TRIE T
WA BB

3 WL TR A

X TAEH JTAG $RAE R BRI BUAME (L.MX RT10xx T B ME— ID™D , #A— AU Fild (S Bemi B2 & 8. JTAG A M
JS2 T AN B A ) 5 B UE S R A ) JTAG HL, JEAJIE CLmAE 2] eFuse H MR BIE . & b P Sl i R F RO ER4P 22031

LA A2 P (10 IS PR P i L B 7 L ) S
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Secret response key approaches

AR I PR i 7 3 B —— A0 5 A R A 2 o I AT LG S P A RS b 5 R R LB 8 22 4 f FER TG
I fe ) B HAR AN IR M S o AR BB AL T LAY ) b S 0 i 285 81, )R] BUIE L JTAG i 117 7] 5 12 0 [
WM R BT

2. ME—WE R B A e R —— T P R — R, b RS A R T A R R B . P IR R AR T A AT
Ko WLV, —N AR ds, HA 80 7 HEAT B 0 S8 0 A BT 0 LR A, BRI IE AR . A AT A
IC HY ST, I HL U S — AN T UL C B 0 i S O Bde e o Al AN BUR B N 910 F AR iy, BN e KA
REARN,  FOAEARI AL 5 R K 5%

3. I SR A I ) 8 B —— W N B S T R A R . AT, TR BRI PR . i, a2 SE AT LA
JoR B Ok A= e B EH o i 3 B L 4 FE FI) SIC_RESP eFuse . AR5, fRKIE JTAG B2 R wIME N, FH P N R
FE#R AT LA REAT AR, I 7T A JTAG I TR A Ot LR WA R 4o — ELAJT 1 SRE SO Skt AT 73 TR, %
LA 24

NOTE
NXP A4t 2 4 7 5 G PR (1R IR 555 XM B ANE AR ORI 2 A

3.1 {#F NXP T_E%} Secure JTAG eFuse #{T4RE

BIES R LY FE Secure JTAG T % 1) eFuse, F R g Juilfg Ll R 8. A% L OTP #4l4 (OCOTP_CTRL)
Fusemap ({15 5., 52 W www.nxp.com _EAHR ] i.MX RT10xx &5 % F M. LL K544 H NXP MCU Boot Utility %} eFuse
HEAT AR
1. MZ M s R 3581 NXP MCU Boot Utility: http://www.nxp.com
2. HP N LN BUE 423 Secure JTAG T ) eFuse:
o EEUIEEAS: TE#AE eFuse UUID [1,0], fiZE (0x420. 0x410) _Eff) 64 f“Fif)"l. = WK 3.

+ 7F eFuse SIC_RESP fIfii# (0x610. 0x600) H4mfE— 56 {7 (7 7% MMM EL . £ Nmmaer, E
“0Oxedcba987654321" 4 4 ik .

NOTE
£ 1 3 1, MSB A e AL b, TR ZE 117159 0x00, 24k ZHE .

R RERE SCE TR RS, FOR B B A0 DL iR A A

* 7E eFuse DAP_SJC_SWD_SEL H%##2 0x1 LL¥ DAP P)# 2] JTAG # .
+ f£ eFuse JTAG_SMODE i fe 0x1, LUK SJC V)45 Secure JTAG iz,
« 7f eFuse KTE_FUSE $14# %% 0x1.
o BJg, FFLAIE eFuse SIC_RESP _LOCK H14mf2 Ox1, LAZEF X ma s Z M 55 . il G,
MR B “SJC_RESP'TE fuse map SR RAf ", 20 & 3 il & 4 .
TR T ana {8 NXP MCU Boot Utility T & eFuse #i1T4i#2. eFuse operation utility /&% T B —#4r, wILLEIAIE
N eFuse WM a7 /745 . #ATE N () #BAERHE /NG, BFONRZATHR), I B REa e a8iE W& a2 LI fe.

A Secure JTAG, 5B Fik {§i ] NXP T A%l Secure JTAG eFuse #4748 AT 112 M (K B AT #4E, 5% eFuse bits (¥
ZIEMGEE, WBE k2, 3K 4.
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Secret response key approaches

1Rl R % BOOT_CFG_LOCK [1: O]f! eFuse it 1T4mf2, LABA 1% JTAG_SMODE eFuse #E47 5 g, 7EXTX 64 5 1) eFuse
HHATHRFER, BRT 25 JTAG B GL, IR AEFH IR vim . ik, —H#fE T RARE, FNPATIZERE.

B NXP MCU Boot Utility v1.0.0

File Edit View Tools Window Help
Target Setup
MCU Series: | i.MXRT o
MCU Device: i MXRT105x% o
Boot Device: ELEXSPI MOR oA
Boot Device Configu rat}on
. Device Configuration Data (DCD)

Port Setup

(®) UART (O USB-HID
COM Port: COM28 oA
Baudrate: [ 1'1' 520@ o

. []One Step

| Configure boot device .

Device Status

BT_FUSE_SEL = 1'b0 ~ |
When BMOD[1:0] = 2'b00 (Boot From
Fuses), It means there is no application in
boot device, MCU will enter serial
downloader mode directly
When BMOD[1:0] = 2'b10 (Internal Boot),
It means MCU will boot application
accerding to both BOOT_CFGx pins and
|Fuse BOOT_CFGx

- o x
Secure Bool Type: | ey Unsigned Image Boot v| [FAEmOeAdon | b ¢
Image Generation Sequence  Image Loading Sequence e€Fuse Operation Utility  Boot Device Memory
|UJCK [ ox40128008 ||3=<4eD [ox5124295f | SRK4 [0x00000000 | SWGE | 0x00000000 | 0780 [ [ — |
U0 | oxe3e1adtb | P48 [0:00000000 | SRKS [0:00000000 | SWGE [ 00000000 | 0x790 [ L p— |
|U‘UID1 [Oxa008142 | ETPM]( — | SRKE [000000000 | SWOE [x00000000 | 07s0 oo | ouse0 [ |
0x430 [0,5001006 | OTEME [ | SRK7 [0:00000000 | 0<640 [ 0x00000040 | 0x7B0 [ [ p— |
0x440 [0.00420502 | OTEME [ | fo=600 [oa7654321 | Ji6e0 [ox00000000 | Ox7ed [ T p— |
0450 [0x00000000 | OTEME [ | 102610 [(00edcbad | 1680 [ 000000000 | x7dD [ R p— |
Ozd60 |0,m430000 OTFME | ________ | 0520 |w000000 | O 700 | ________ | OxTel | ________ | Gpd ‘ ________ |
0470 |0x'00000000 | OTFME | ________ | 02530 |0x00000000 | 0710 | ________ | 0x7£0 | ________ | Gpd ‘ ________ |
(480 |Dx‘DDDDDDDD | OTFME | ________ | D540 |MDDDDDDB | D720 | ________ | 0800 | ________ | Gpd ‘ ________ |
(Ozz420 |0x[)0009400 | OTFME | ________ | 0550 | ________ | 0730 | ________ | 0x510 | ________ | Gpd ‘ ________ |
UxdaD [ 000000014 | SRKD [(0x00000000 | O<8€0 | 0y00000000 | U740 [ oooooe [ I p— |
0x4b0 [:00000000 | SRK1 [0:00000000 | O%670 300000000 | 05750 [ | oxe30 [ | Fean |
Ox¢e0 [ 000000000 | SRK2 [0x00000000 | U%6E0 [[y00000000 | D780 [ [ | —
0xed0 ;00000000 | SRK3 [0:00000000 | SWGE [00000000 | 0770 [ | oxes0 [ |
Log
-p COM28,115200 -} -- efuse-read-once 78 Al | Clear
Executing C:ANXP_BOOT_Utility\NXP-MCUBaotUtility-v1.0.0_for_internal_use_only\tools\blhost\win\blhost -t 10000
-p COM28,115200 - -- efuse-read-once 79 —
v
——

& 3. eFuse Operation Utility — 224 Wi 25400 &
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Debugging with the Secure JTAG enabled

B NXP MCU Boot Utility v1.0.0 - [] x
File Edit View Tools Window Help
Target Setup Secure Boot Type: .DEVUnswgnet.iimageBoot ~| | All-In-One Action | W
MCU Series: i MXRT -
MCU Device: z Image Generation Sequence  Image Loading Sequence e€Fuse Operation Utility  Boot Device Memory
' RS = LOCK  [ox4ot2ad4p | Otel [0x52c4c35f | SRK4 | 0x00000000 | SWGE [0x00000000 | 0780 [.ooooee [ — |
L 2 * NID0 [ox63e1841b | Ox480 [0x00000000 | SRKS | 0x00000000 | SWGE | 0x00000000 | D790 [.o-oo [ — |
e VIl [Gedd0b81dz | T | --o-o- | SRKE [0x00000000 | SWGE | 0x00000000 | D7l [-ooooo [ — |
oot Device Configuration
i 02430 [ 0y500100d7 | OTNK [ —oocees | SRK7 [0x00000000 | 0640 [ x00000040 | Ox7h0 [ e — |
Device Configuration Data (DCD) e
0x440 |W20502 | OTFME | ,,,,,,,, | 0x600 | ,,,,,,,, Ox6el |Dx'DDDODDDO | Ox7el | ,,,,,,,, | 0x3a0 ‘ ,,,,,,,, |
Port Setup Dx450 |0x00000000 | OTEME | ________ |£x610 | ________ :]UXGED |0x00000000 | 0x7d0 | ________ | 0x5h0 ‘ ________ |
@ UART (O USB-HID 02460 [ ;04480000 | OTEME [ | 0x620 [x00000000 | 0x700 [ [ — | Goa [ |
COM Port: ComM23 v 02470 [ 000000000 | OTMK [ ooooee | 02630 [op0000000 | BxTI0 [ g p— | Goa [ |
Baudrate: [115200 IR g s p— R e e p— i p— | ot [ |
0490 |Dx{)0009400 | OTEME | ________ | 0x650 | ________ | 0x730 | ________ | 0x510 | ________ | Gp4 ‘ ________ |
. [ One Step Ox4al |Dx‘000000c1 | SRKO |D)m000000 | 0x660 |CD<DDODDDDD | 0740 | ________ | 0x820 | ________ |
| Configure boot device . Ox4b0 |DXODDDODDD | SRK1 |{)x00000000 | 0x670 |CD<DDODDDOD | 0x 750 | ________ | 0830 | ________ | E Scan ;
Qx40 |0x{)0000000 | SRK2 |OXDDDDDODD | 0580 |0:<{)DDDODDO | 0760 | ________ | 0x840 | ________ | Burn
Device Status
Sl o = Ox4d0 [ 000000000 | SRK3 [0:00000000 | SWGEL | 0x00000000 | 0%770 [ oo [ — |
When BMOD[1:0] = 2'b00 (Boot From
Fuses), It means there is no application in Log
boot device, MCU will enter serial
downloader mode directly -p COM28,115200 -j -- efuse-read-once 78 ~ Clear
When BMOD[1:0] = 2'b10 (Internal Boot), Executing CAMXP_BOOT_Utility NXP-MCUBootUtility-v1.0.0_for_internal_use_onhy'tools\blhost\win'blhost -t 10000
It means MCU will boot application -p COM28,115200 - -- efuse-read-once 79
accerding to both BOOT_CFGx pins and v Save
Fuse BOOT_CFGx
¥ |
& 4. eFuse Operation Utility — 224 N % 48158

4 2 A Secure JTAG #171R1R

EfE ] Secure JTAG IhEE, JTAG RN RFZIIRE . AW HHE R HBIM# ] SEGGER J-Link /iR T. A .

JE LR R B EH T IMXRT1050-EVKB #_E K i.MX RT1052 & 4% . BT AT LLR T Hodth RT10xx 284 DL R BB E
B d R T B A NXP MCU Boot Utility fr2256 .

4.1 T Secure JTAG % J-Link AR KB B

1§ Secure JTAG I, DL ¥ SEGGER J-Link ik TR #E#$] i.MX RT10xx:
1. T# SEGGER J-Link H A4 SCRS A :
https://www.segger.com/downloads/jlink/#J-LinkSoftwareAndDocumentationPack

WA T E N SEGGER F U F-HRAHKMARITSH, AT “Downloads” - “J-Link / J-Trace” - “J-Link Software and
Documentation Pack”.

2. F#JtgtE4 N NXP_RT1052_SecureJTAG.JlinkScript 1 J-Link A Sc 44 . 7] LLiE SR A NXP 5B IA SOk . AE o

W, f CR AR R B 25 P N 2] SIC_RESP eFuse 1. fELL NaRflF, WM 248N “0xedcba9876543217, 5 fifi
FI NXP L E%} Secure JTAG eFuse #474m e HHe K& AT eFuse 4 e A ma i 25 4H 3E 4T UL IE

Secure JTAG for i.MXRT10xx, Rev. 1, November 2019
Application Note 9/14



https://www.segger.com/downloads/jlink/
h
h

NXP Semiconductors

Debugging with the Secure JTAG enabled

// Secure response stored @ 0x600, 0x610 in eFUSE region (OTP memory)
Key0 = 0x87654321;
Key1 = Oxedcba9;

3. f#H log.1 4" JTAG_MODE 5|l (GPIO_AD_BO0_08) R FibATfitdak & 7. F LA FPAT ERAE, AGES
WA RS EVB _E RS

4. ¥3F| SEGGER SW J-Link )22 H 3¢,
5. AT X A S E RS EZAT “jlink.exe”.
g

Jlink.exe -JLinkScriptFile NXP_RT1052_SecureJTAG.JlinkScript -device MCIMXRT1052 -if JTAG -speed 4000
- autoconnect 1 -JTAGConf -1, -1

NOTE
A8 IDE T B AT LS R AR R A S “JLinkGDBServer.exe” S TR,  PLBGE X H AR .
T HMARN M eFUSE UUID [1,01 B 3:BURHME. FFH, &8 SIC S IEVCECER 4t 1738 24w 5 .

JTAG_MODE 5| s Zi Yl #e 2 log.0, A RVEANEL, WS W &1 A K 6. A7 Mo B ool B 51, Fahdb A7 ik
o QARG Sl ESR R JTAG M8, JF HAZ TR SCRXHME S H0Fh], W% TR BLE ST Bt .

#° J-Link V6.43a Executing PCode

I Set pin JTAG_MOD => 1 and press any key to continue...

Bl 5. FEZ {74 i.MX RT %% 3247 SEGGER J-Link {4

P L HiE JTAG 7T USRI ZERE] i MX RT10xx Bhr. B 7 HHI#iE R 7l Secure JTAG RIhsk AT i ER:
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Debugging with the Secure JTAG enabled

B CAWINDOWS\system32\cmd.exe - [m} *

Change pin JTAG_MOD == {, press any key to continue...

OK

&l6. FISEGGER J-Link[i A< BU% #11D

BN CAWINDOWS\system32\cmd.exe = O *

tection found 1 de
2477, Len: 84,

find AHB-AP to us

BFDBeBe
Implementer

EGBFEGBE, PID: ©8eBE4
FEGB8

EGBFFEB0, : ID: ©88BR4C
FFoes

EGBeEGBe,
EGeeleoe
EBB826

A 7. SEGGER J-Link S IhiE#£3| 2 4JTA

PP BUE T DASAAT IR B TAGIR A1, 5D CU A A it b — i SEATLA X S0 46 10647 T S B8iE
NOTE

JTAG Vs MR BUR FUEMTE L2 JTAG #EHI 8 B8RS, FEEL S HRIETRE.
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Conclusion

6. AR I.MX RT £ SIC £ Nigfr, Em “NXP_RT1052_SecureJTAG.JlinkScript” (4, 244 iR K
W B, RIS EENEAT A . I TR IR JTAG iEH: 2] i.MX RT10xx H¥F.

4.2 SEGGER J-link Secure JTAG R4 4751

int InitTarget (void) {
int v;
int Key0;
int Keyl;

JLINK SYS MessageBox ("Set pin JTAG MOD => 1 and press any key to continue...");

// Secure response stored @ 0x600, 0x610 in eFUSE region (OTP memory)
Key0 = 0x87654321;
Keyl = Oxedcba9;

JLINK CORESIGHT Configure ("IRPre=0;DRPre=0; IRPost=0;DRPost=0;IRLenDevice=5");

CPU = CORTEX M7;
JLINK SYS_Sleep (100);
JLINK JTAG WriteIR(0xC); // Output Challenge instruction

// Readback Challenge, Shift 64 dummy bits on
TDI JLINK JTAG StartDR();
JLINK SYS Report ("Reading Challenge ID....");

// 32-bit dummy write on TDI / read 32 bits on
TDO JLINK JTAG WriteDRCont (Oxffffffff, 32);

v = JLINK JTAG GetU32(0) ;

JLINK SYS Reportl ("Challenge UUIDO:", v);

JLINK JTAG WriteDREnd (Oxffffffff, 32);

v = JLINK JTAG GetU32(0);
JLINK SYS Reportl ("Challenge UUID1:", v);

JLINK_JTAG WriteIR(0xD); // Output Response instruction
JLINK JTAG StartDR() ;

JLINK JTAG WriteDRCont (Key0, 32);
JLINK JTAG WriteDREnd (Keyl, 24);

JLINK SYS MessageBox ("Change pin JTAG MOD => 0, press any key to continue...");

return 0;

5 B4

AR IR HIA T Secure JTAG 1] eFuse It B F1 S S iE i 72, #1H SEGGER J-Link A AT T BAEAE R o HoAth i T 5
(# Lauterbach Trace32 A1 Arm DS5) [ 32 B AN 7= 51K ik 55 76 55 35 I AR AS A

6 &R

1. Configuring Secure JTAG for the i.MX 6 Series Family of Application Processors (AN4686)
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2. Security reference Manual for the i.MX RT1050 Processor ( IMXRT1050SRM), available upon a request
from: www.nxp.com

3. J-Link/ J-Trace User Guide https://www.segger.com/downloads/jlink/UM08001>

4. Training JTAG Interface, Lauterbach TRACE32 http://www2.lauterbach.com/pdf/training_jtag.pdf

5. HAB Code-Signing Tool User’s Guide (Rev. 3.2.0, 04/2019)
https://www.nxp.com/webapp/Download? colCode=IMX_CST3.2.0_TOOL&location=null

7B

R3.BIUHX

Revision history
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Rev. 0 04/2019 Initial release with J-Link script example
Rev. 1 11/2019 HAB_JDE bit information added
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