
1 LPC55(S)1x Introduction
The LPC55S1x/LPC551x is an Arm® Cortex®-M33 based microcontroller for
embedded applications. These devices include CASPER Crypto engine, up
to 256 KB on-chip flash, up to 96 KB of on-chip SRAM, PRINCE module
for on-the-fly flash encryption/decryption, high-speed/full-speed USB host
and device interface with crystal-less operation for full-speed, CAN FD, five
general-purpose timers, one SCTimer/PWM, one RTC/alarm timer, one 24-bit
Multi-Rate Timer (MRT), a Windowed Watchdog Timer (WWDT), nine flexible
serial communication peripherals (which can be configured as a USART, SPI,
high speed SPI, I2C, or I2S interface), Programmable Logic Unit (PLU), one
16-bit 2.0 Msamples/sec ADC, comparator, and temperature sensor.

LPC55(S)1x On-chip ROM bootloader supports：

• Booting of images from on-chip flash.

• CRC32 image integrity checking.

• Flash programming through In System Programming (ISP) commands
over following interfaces: USB1 interfaces using HID Class device,
UART interface (Flex COMM 0) with auto baud, SPI slave interfaces
(flex COMM 3 or 9) using mode 3 (CPOL = 1 and CPHA = 1), and I2C
slave interface (flex COMM 1).

• ROM API functions: Flash programming API, Power control API, and
Secure firmware update API using NXP Secure Boot file format, version
2.0 (SB2 files).

• Booting of images from PRINCE encrypted flash regions.

• NXP Debug Authentication Protocol version 1.0 (RSA-2048) and 1.1
(RSA-4096).

• Setting a sealed part to Fault Analysis mode through Debug
authentication.

This application note focuses on un-secure firmware update to LPC55(S)1x.
The firmware update uses high-speed USB port (USB port 1) and cooperates
with NXP open source software blhost on host computer to achieve
firmware update.

2 ROM boot process in non-secure

2.1 ROM boot process in non-secure
This document focuses on the boot process of ROM in non-secure condition.

Figure 1 shows the ROM boot startup flowchart. This document does not enable TrustZone and security startup, so follows the
orange line for the normal boot-up sequence.
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The boot-up sequence marked with green is the on-chip flash firmware has enabled CRC check boot process. If the CRC enabled
image is damaged, the chip will go to ISP firmware update status when MCU reset.

Figure 1. ROM boot process without secure

2.2 Three ways to enter ROM USB HID firmware update process
LPC55(S)1x on-chip ROM boot supports update firmware through USB port1, the high-speed USB port, in USB device HID class.
There are two ways to start the ROM code to enter update firmware mode: using the ISP(PIO0_5) pin or calling runBootloader
() API of the ROM in the user application.

Except for these two methods, there is anotherway that determines whether to enter USB HID ISP update firmware mode
according to the validity or invalidity of the firmware CRC checksum.

From the startup process, the firmware binary can support CRC checksum or not during un-secure ROM boot process.

• If the firmware binary does not enable CRC checksum, MCU will start normal boot process.

• If the firmware binary has CRC checksum, ROM code will check whether the CRC value of the on-chip firmware is correct
or not after MCU reset. If the on-chip firmware is incorrect, which means the on-chip firmware is damaged or changed, the
ROM boot code will enter the ISP firmware update mode.

3 Hardware and software tools

3.1 LPC55S16-EVK evaluation board
Figure 2 shows the LPC55(S)1x official evaluation board – LPC55S16-EVK. This evaluation board can enter ISP mode through
the SW4-ISP button and SW2-RESET button. The USB HID ISP function needs to connect the USB interface J4 (USB1) with PC
through a micro USB cable.
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Figure 2. LPC55S16-EVK

3.2 BLHOST - PC firmware update software tool
BLHOST software is an NXP official open source firmware update tool on PC host side, this software is used to support the ISP
firmware update function of the on-chip ROM code. BLHOST uses command line style to support user update firmware and this
software supports Windows/Linux/MACOS platform.

For details, see blhost User's Guide (document MCUBLHOSTUG).

3.3 ELFTOSB secure firmware generation software tool
Figure 3 shows the UI interface of elftosb-gui application. ELFTOSB is the tool to generate secure firmware for NXP’s MCU.
This software can help customers generate CRC checksum enabled firmware or the firmware with signatures based on the pure
application binary. For the details about NXP’s boot ROM supporting CRC checksum, see How to use ELFtoSB tool to generate
CRC enabled firmware.
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Figure 3. elftosb-gui application UI interface

For blhost and elftosb tools, download the latest software from MCUBOOT: MCU Bootloader for NXP microcontrollers.

4 Update new firmware through USB port 1

4.1 blhost firmware update commands
Because the elftosb tool can only add CRC checksum value into bin format file, all the firmware update in this article are based
on bin format. The firmware update process will not check the CRC value of the binary and the CRC value will be checked when
MCU reboots.

For how to generate bin format firmware file under different IDE, see KEIL, IAR and MCUXpresso generate bin Format
Firmware file.

blhost upgrade firmware need to use the following commands, as shown in Figure 4.

blhost.exe -u 0x1FC9,0x0022 -- flash-erase-all
blhost.exe -u 0x1FC9,0x0022 -- write-memory 0x0 binary.bin
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Figure 4. blhost update firmware commands

4.2 How to enter ISP mode and update firmware with blhost on EVK
Before updating firmware on LPC55S16-EVK with the blhost commands, enable the MCU to enter the ISP mode, as
described below:

1. When the EVK board has external power supply, press and hold the ISP (SW4) button, press the RESET (SW2) button,
and then release it. Connect the J4 USB micro connector (USB1/HS_USB) with PC via the Micro USB cable.

2. If the EVK’s board is not powered on, press and hold the ISP (SW4) button, power on the EVK board, and then connect
J4 interface with PC through a Micro USB cable.

Make sure that after performing the above steps, open the Command Prompt on the PC and enter the project folder with the cd
command. Enter the blhost commands, as described in blhost firmware update commands.

4.3 Phenomenon after upgrading the routine
If the EVK board successfully updates the firmware, press the reset (SW2) and the green LED will be blinking.

User may use the following commands through blhost to reset the MCU on the EVK

blhost.exe -u 0x1FC9,0x0022-- reset

5 How to use ELFtoSB tool to generate CRC enabled firmware

5.1 LPC55(S)1x ROM code supporting firmware CRC check
For the details on the working principle of ROM code, see the Boot ROM chapter in LPC55S1x/LPC551x User Manual (document
UM11295). Here is only a brief introduction.

If the firmware is a CRC image, the imageLength field value is used as the length to perform a CRC ON, as shown in Table 1. The
CRC is performed on the image in internal flash. The CRC calculation begins at offset 0x0 from the beginning of the image sector
and continues up to the number of bytes specified by the length. The length does not include the offsetToSpecificHeader field
that makes up the CRC value field, which means that the CRC calculated skips the CRC value field. The result is then compared
to the offsetToSpecificHeader entry in the structure and the image is considered valid if a match exists. Otherwise, the image
is considered invalid. CRC is not performed if the image is not a CRC image.
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Table 1. LPC55S1x/LPC551x image header information

Offset Size in bytes Symbol Description

0x00 4 Initial SP Stack pointer

0x04 4 Initial PC The application first execution instruction.

0x08 24 Vector table Cortex-M33 Vector table entries.

0x20 4 imageLength

The length of the current image.

Set to 0 if the image type is 0 as well.

Set to actual image length if the image type is other value.

0x24 4 imageType

Image type

• 0x0000: Normal image for unsecure boot

• 0x0001: Plain signed Image

• 0x0002: Plain CRC Image

• 0x0004: Plain signed XIP Image

• 0x0005: Plain CRC XIP Image

• 0x8001: Signed plain Image with KeyStore Included.

0x28 4 offsetToSpecificHeader

Offset to specific header

It means offset to certificate block header if the image type is 0x01,
0x04, or 0x8001.

It means the crcChecksum if the image type is 0x02 or 0x05.

0x2c 8 Vector table Cortex-M33 Vector table entries.

0x34 4 imageExecutionAddress

The execution address of the image.

Set to 0 if image type is 0.

Set to actual image execution address if the image type is other value.

0x38 8 Vector table Cortex-M33 Vector table entries.

5.2 How to use ELFtoSB-GUI tool to generate firmware with CRC check
ELFtoSB-GUI tool is in AN13183SW. The tool’s path is mcu-boot\bin\Tools. Once opening the elftosb-gui(win) executable file,
select LPC55xx in Select target device.
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Figure 5. ELFtoSB-GUI choose LPC55xx

As shown in Figure 6, set up the configurations as below:

• For Image Configuration, click New.

• In the Input pane:

— For *Image file,select the native bin file.

— Use the default 0 for *Load address 0x.

• In the Define output image format pane:

— For Image execution target, select Internal flash (XIP).

— For Image authentication type, select CRC.

• For TrustZone image type, select TZ-M Disabled.

• In the Output pane:

— Modify the path and name the output bin file for Master Boot
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Figure 6. Generate bin file with CRC checksum

After setting correctly, click the Process button to generate the firmware with CRC enabled.

5.3 Enter USB HID ISP boot mode after damaged the firmware with CRC
After updating a CRC enabled firmware to LPC55S16-EVK according to the method in Update new firmware through USB port
1, the green LED is flashing under normal conditions. At this time, press the SW1 button and this application code will erase the
512-byte content starting from 0x30000. The illusion that the firmware in on-chip flash is damaged or changed some bit. After this
actions, it depends on whether to reset the MCU through reset button. Re-power off/on the EVK or use NVIC_SystemReset() to
reset the MCU, and the MCU will re-enter ROM ISP function. If the USB1 interface(J4) on EVK is connected with PC, then the
system will enter USB HID ISP update mode.

6 KEIL, IAR and MCUXpresso generate bin Format Firmware file

6.1 KEIL IDE generate bin file
In the configuration options window of the KEIL project, select the User tab. In Run #1 of the After Build/Rebuild column. fill in
xxxx\ARM\ARMCLANG\bin\fromelf.exe –bin -o ./binary.bin./output/@L.axf. Here, xxxx is the installation path of KEIL. In this way,
the IDE will automatically generate a bin file after each compilation.
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Figure 7. KEIL output bin file

6.2 IAR IDE output bin file
In the project configuration options, select Output Converter. Select Generate additional output in the tab and select Raw binary
in Output format.

Figure 8. IAR output bin file
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6.3 MCUXpresso IDE output bin file
In the output folder after compiled by MCUXpresso, find the corresponding axf file and right click. Select Binary Utilities -> Create
Binary, and the .bin file can be automatically generated.

Figure 9. MCUXpresso compile and output bin file

7 Conclusion
The un-secure boot ROM startup process for LPC55(S)1x chip can meet most firmware update functions. It supports CRC check
of the firmware and checks the integrity of the on-chip firmware through CRC checksum value. If the on-chip flash’s firmware with
CRC function enabled has changed a little, the MCU will automatically enter the ROM boot upgrade program mode after resetting
or restarting the chip.

8 Reference
• LPC55S1x/LPC551x User Manual (document UM11295)
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